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A Generalized Hamiltonian Chaotic System and Its Application to
Image Encryption
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Abstract: To improve the security of image encryption algorithms based on chaotic systems, a new generalized
Hamiltonian chaotic system is obtained by coupling two existing four-dimensional subsystems. The system not only satisfies
Hamiltonian energy conservation and phase space volume conservation, but also presents the dynamic performance of coex-
istence of multiple chaotic flows. The generalized Hamiltonian chaotic system is tested by National Institute of Standards and
Technology (NIST) and found to have good pseudo-randomness, which is suitable for image encryption. An image encryption
algorithm based on this generalized Hamiltonian chaotic system is proposed by combining the two-dimensional discrete
wavelet transform. The algorithm employs the generalized Hamiltonian chaotic system as a pseudo-random signal generator
as a way to improve the security of the algorithm and avoid the attack of the reconstructed attractor; and utilizes the two-
dimensional discrete wavelet transform to improve the running speed of the encryption algorithm by disrupting the low-
frequency part of the image. Simulation studies show that this image encryption algorithm has good encryption results. The
security analysis results further show that the encryption algorithm is suitable for image encryption applications.
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