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Abstract: Opacity is an important information-flow security property used to characterize various security and privacy re-
quirements in different dynamic systems. In discrete-event systems, K-step opacity describes the inability of an intruder to
determine whether the system has accessed the secret state within K observation steps based on the current output observation
sequence. As a suitable tool for expressing the properties of information flows, HyperLTL has been proven to use a unified
Kripke structure to separately verify initial-state opacity, current-state opacity and infinite-step opacity. However, it does not
involve K-step opacity. To solve the verification of the K-step opacity in HyperLTL , we added the Sink state to release the
restriction condition of the original system. Then, we constructed the modified Kripke structure. Furthermore, we provided
the HyperLTL formula of K-step opacity over the constructed modified Kripke structure for the purpose of verification.
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BT o B, B AETE— DB AT o =(x).€)(x],0,)
(x1,0)(x,0)(x,0,) € Run(Kg) , HH ¥ e X o NI
AL B k<j<k+K A {x.x}cq X, , X5
G Xy, k< j<k+KMFJE, Hg (7) for, B
Ko ¥ @, » WEEE S
3.2 HyperLTLiEX T K A iERHERILEHE

FERX—/INT R, T8 K AN B B e ik [
EHLLT R BIBH] K 20 AS 3 B A i

Bl 2 FIER 1 FInRGEG=(X,2,6,X,) , &5
G MR % ¢ wRE 2 s, Hop
X ={x,,%,%,,%,%,,%,0 , Xg={x;} , 2 ={ab,c.d,e,
0.0} » Z,={u} , WIS M : M(a)=M(b)=0, ,
M(c)=M(d)=o0, , M(e)=0,, Mu)=¢, M(0,)=0,,
M©,)=0,, O={0,0,,0, 0,0} o BRI Kripke £514
KW 4 FioR o 25 AT 5k .

7, ={x Hx;.0 Hx,. x50, }H{x5,0, }{x,. 05}

{0, og}({o, OS})w € Trace(l%g)

(23)

(24)
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£ M, % LT HyperLTL BAUKRINEARR) K LA B PERE

<71

¥ 7, A 07" Aozt — 8™, Hid xR — AR
Ao AAHEHE 7, N
T, ={xo}{xz,ol}{xz,f}{xz,ol}{x4,02}

{O’Og}({oaof})w € Trace(kg) (25)
Ttk 1
(0™ = 0™ UT" AO(T™ — (7 ANS™ A0~ (0" =0™)))
(26)

B, 47 K¢ F gy, » BRAEERL 1, RFE G K BAE
B, 501 g5e—3

4 & iF

ASCAE HyperLTL AEZR R AH5Y T DES B9 K A
BRI UE R, 7R R SE G LA @I
Sink ARZS, W1E RS G° B T AR RS BR PSR
1, PR RSB0 R SE G° MIiE ) Kripke 45
¥y KS, I8 HyperLTL i X F K A3 A
W, SR RGN K A B TIOIE ., Ak ss
SRR ARSI IE R HE SR K AR B YRR IR

LF s
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