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K-Step Opacity Verification Based on HyperLTL Model Checking Technology
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Abstract: Opacity is an important information-flow security property used to characterize various security and privacy

requirements in different dynamic systems. In Discrete-Event Systems, K-step opacity describes the inability of an intruder to
determine whether the system has accessed the secret state within K observation steps based on the current output
observation sequence. As a suitable tool for expressing the properties of information flows, HyperLTL has been proven to use
a unified Kripke structure to separately verify initial-state opacity, current-state opacity and infinite-step opacity. However, it
does not involve K-step opacity. To solve the verification of the K-step opacity in HyperLTL, we added the Sink state to
release the restriction condition of the original system. Then, we construct the modified Kripke structure. Furthermore, we
provide the HyperLTL formula of K-step opacity over the constructed modified Kripke structure for the purpose of

verification.
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