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Network Intrusion Detection for Unbalanced Data and
Feature Redundancy
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Abstract: In order to solve the problem of low detection accuracy caused by data imbalance and feature redundancy in trad-
itional methods, a stacked deep auto-encoder-long short term memory (SDAE-LSTM) intrusion detection model combined
with synthetic minority over-sampling technique (SMOTE) sampling is proposed in our current study. Firstly, aiming at the
problem of data imbalance,a SMOTE method was used to randomly insert samples between a few sample points to increase
their number, so as to achieve the goal of category balance. Secondly, aiming at the problem of feature redundancy, the
stacked deep auto-encoder (SDAE) was used to reduce the dimension and realize the depth feature extraction of data. Finally,
based on the long short term memory (LSTM) neural network , the network intrusion characteristics was accurately captured
and the intrusion detection was accurately implemented. Through a large number of experiments on UNSW-NB15 datasets,
our proposed model is effectively proved to have better intrusion detection effect than other models.
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Fig.1 Stacked deep auto-encoder
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Fig.3 SDAE-LSTM intrusion detection model combined with SMOTE sampling
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