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Reduction Between Standards and Strong Current-State Opacity
WEI Jiawei, ZHAO Ji, CHEN Xiaoyan, HAN Xiaoguang

(College of Electronic Information and Automation, Tianjin University of Science & Technology,
Tianjin 300222, China)

Abstract: Opacity, as an important property in information-flow security, characterizes the ability of a system to keep some
secret information from an intruder. In discrete-event systems, standard current-state opacity characterizes that an intruder
cannot determine for sure whether a system has reached a secret state based on the current sequence of output observations.
Strong current-state opacity describes that for each run of a system ending at secret state, there exists a non-secret run whose
observation is the same as that of the previous run. Obviously, it has higher-level confidentiality than the standard current-
state opacity. For the reduction problem between standard and strong current-state opacity, a new conversion method is pro-
posed in this article, that is, two new systems are constructed respectively based on the original system by adding some new
states and related transitions. It is proved that the original system is standard current-state opacity (resp., strong current-state
opacity) if and only if the new system is strong current-state opacity (resp., standard current-state opacity) .
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HEH LG =U,  L(G.x,) . RNE—MtE, B RS
G TR, RIE AT RS B DCIREELE X, 7T
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EX 1 (FRE S FDR S RBP4 2%
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G =(X,2.6,X,) , Bty P 2° - =, AT R4
I, R EIRASE X o X . R A A
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Z ={a,b} . FFHP s=a:0(x,9)={x,} , FIE—
5 2 M TR = au , 515 8(x,.0) = {x,} L AR
g 1, RGBS ISR EA . 2, &
48 G AWM APRES RSB, HASFHFH s=a
LI S5 400 ) BT 749 B i 2038 (Biead) RS x,

(D) U‘E'”
1 &%G,: X,={x,}, 2, ={a,b}

Fig.1 System G, with X, ={x,} and X ={a,b}
Bl 2 HEE 2 FIRREG, , b X ={x},
X ={a,b} . MFFH s=ab:6(x,,s)={x;} , [FLE—
W ZEWH T = aub , {13 x,—>x, E—
MERE 1T, RIEE X 2, RS G, R Y HREA

B

2 REG,: X ={x;}, X, ={a,b}
Fig.2 System G, with X ={x,} and 2 ={a,b}
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X ={x,} . 2, ={a,b} , BB 1 ATHIRS G Jebnife
BHPRE RN BN, NRG G, , WiE— NN RS
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3 RHG): X, ={x;}, X, ={a,b}
Fig.3 System G| with X ={x;} and X/ = {a,b}
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Bl 4 ZEE 4 FIRRGE G =(X,2,6,X,) , Hi
X =1{x,%,,%,%,}, 2, ={a,b} . X F fF H s=uab:
8(xp,8)={xh AAFEHR 5 Z F 6 1 F FF H
te L(Gy) | it x, — > fe AR, MU X
2, RY G A RS FHPIREANEI . T RE G, ,
i —ASH R % G =(X, 2,6, X)) , K 5 FiR.
XFAFER s =uab: 8'(x,,9) = {x,} » 5 s M TAHF
A t, =uab, t, = aub, t, =uaub . K} 5'(x0,tj)ﬂX{\,s =
@, j=1,2,3, RHEE S 1, REE G AIEARME L APIRES
A

B4 REG,: X,={x,x,,x,%,}, X, ={a,b}
Fig. 4 System G, with X ={x,,x,,x;,x,} and X2 ={a,b}

5 BREG,: X, ={x,%,,X;,%.} . T, ={a,b}
Fig.5 System G, with X} = {x,,x,,x,,x,} and X/ = {a,b}
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