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Intrusion Detection with Incomplete Information Based on
Ensemble Neural Network

ZHANG Yiying, RUAN Yuanlong, SHANG Jing
(College of Artificial Intelligence, Tianjin University of Science & Technology , Tianjin 300457, China)

Abstract: The common intrusion detection algorithm based on artificial intelligence requires complete training data,
otherwise it is easy to be unable to effectively identify intrusion behavior due to unbalanced data categories, incomplete fea-
tures and other reasons. Aiming at the incompleteness of network information, in this article we propose intrusion detection
with incomplete information based on ensemble neural network (IDII-ENN) , which solves the problems of low detection
accuracy and long training time under the condition of incomplete information. Firstly, aiming at the incomplete data, we
propose a bootstrap based sampling method to complete the data under the condition of feature stability. Secondly, we con-
struct an intrusion detection classification model based on feed-forward neural network to achieve lightweight intrusion de-
tection classification. Finally, we design an ensemble learning fusion method based on voting strategies to achieve accurate
identification of intrusions. The experimental results show that the sensitivity of IDII-ENN to data features was low, and the
accuracy was 1% higher than that of simplified feed-forward intrusion detection (SFID) . At the same time, the training effi-
ciency of the model was nearly doubled compared with sparse auto-encoder (SAE) , which meets the demand of real-time
intrusion detection.

Key words: incomplete information; ensemble learning; neural network; network intrusion detection
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