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Embedded Boot Virus Principle and Active Defense Technology
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(College of Computer Science and Information Engineering, Tianjin University of Science & Technology,
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Abstract: Based on embedded virus's dissemination principle and the Windows operating system's call mechanism, an
embedded virus defense system based on the Hook system service was proposed. Using registry and advancement as
the main monitoring point,and considering access control rule,real-time advancement operation behaviors were
monitored. Experiments show that this system can defense not only the known virus but & so the unknown virus.
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Typedef struct ServiceDescriptorTable{

PVOID *ServiceTableBase;
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Typedef struct reg_rul{

REG_RUL *pNext;

PCHAR RegName;

PCHAR RegUser;

ACCESS PLACE AcPlace;

PCHAR ProcName;

ACCESS _TYPE AcRights;

}REG_RUL ,*PREG_RUL ;

pNext J24511] REG_RUL %5t 454t ; RegName
o EEARAP BRI s RegUser 2 A/ Vs [ 9 26 445 5
AcPlace FHRAE I R VFUs 0] Bt g, 65 A8 b 5l 2 )
2%Vi 0] ; ProcName 2 /715 1) 1 P9 T (1) #E 72 44
AcRights 2 B #EFE ProcName X1 (115 [ AL FR .

AR R R B 4544y

Typedef struct p_protected{

P_PROTECTED *pNext;

PCHAR FName;

PCHAR PrName;

} P_PROTECTED, *PP_PROTECTED;
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PEPROCESS pPROC;

pPCHAR ProcName;

pPROC=PsGetCurrentProcess() ;

ProcName= (PCHAR) PROC+PROCESSNAME _
OFFSET;
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