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A Model of Virus Attacks Based on Petri Nets
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Abstract: Virus attacks increasingly threaten the computer network. A preliminary model of virus invasion was established
based on Petri net, and the activity of the model and the bounds of different places were analyzed by using CPN simulation
tools. This model will help to adopt effective defense measures for the network and establish defense systems. Using the
concepts of security policy domain and the communication channels of domain, and according to the characteristics of the
dissemination of the virus invasion, a model of enterprise network was established based on the stochastic colored Petri net,
and the network behavior related to security with this model was introduced in detail.
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